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Law enforcement agencies struggle with the complexity of cryptocurrency
crimes, since appropriate means of investigation are not available. If agen-
cies had access to a visualization tool, they could explore and document

the cryptocurrency transactions efficiently. In this work we demonstrate a
visual presentation of Bitcoin transactions and present a software solution
for efficiently working in cryptocurrency crime cases.

Initial Situation

Crime scenes are increasingly situated digitally in the
internet. The seizure and subsequent investigation

of evidence often reveals digital traces that lead to
cryptocurrencies such as Bitcoin. Past cases have
shown that the complexity of cryptocurrency inves-
tigations is often so high, that investigators had to
use hand drawn visualizations to keep track of all
relevant activities. However, focusing on the interest-
ing activities and suppressing the irrelevant data is
nearly impossible. If investigators had access to an
automated visualization, they could find the relevant
activities efficiently and document the results for use
in court.

Approach

In collaboration with a law enforcement agency

we planned, designed and built an application that
visualizes Bitcoin transactions. Since the require-
ments were initially unknown, we first developed

the visual presentation, elaborated a systems- and
screen-design and built a minimum viable product.
Afterwards, we collected feedback from the investiga-
tors and conducted a field-test. We have then realized
the improvements in an iterative process by working
in three-weekly sprints. As a result, the agency could
continuously influence the improvement process.
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Example visualization of two Bitcoin transactions

Results

Our solution is a weh-accessible visualization tool
based on a graph. Investigators can visualize Bitcoin
addresses and transactions, annotate elements,
show additional details and export a PDF report. The
proposed graph is aligned on a horizontal timeline,
preserving the aspect of time, so that investigators
can quickly locate all transactions in the relevant
time frame. Furthermore, an automation process
allows finding related addresses and transactions in
the neighborhood so that new traces such as pyramid
schemes can be discovered.

The data used in the visualization is retrieved from a
publicly available web service. A backend component
abstracts the data and provides an API and Web-
Socket endpoint used by the frontend. The frontend
component then presents the visualization to the
user. In our tool we developed a custom algorithm
for calculating and drawing the graph, as existing
solutions were insufficient. Since we containerized
the components, the tool can be easily distributed to
other law enforcement agencies.

Outlook

By having access to a visualization tool, law enforce-
ment investigators can now find the relevant Bitcoin
activities more efficient. The tool fits well into the
existing law enforcement process, as documenting
the results found by investigators is a key aspect. In
the near future we will improve the tool by supporting
more cryptocurrencies and integrating available data-
bases for identifying and clustering wallets. We will
also setup a platform shared with other law enforce-
ment agencies, so that the tool can be used by other
cantons and external feedback can be gathered.
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