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 By reproducing case studies of authentication abuse techniques targeting a 
Windows domain environment, this Master Thesis aims to answer the fol-
lowing questions: Which current attack methods are relevant? What kind 
of traces and artifacts can be recovered? Which Indicators of Compromise 
can be detected and how? 

Introduction
A cybersecurity advisory released by the National 
Security Agency (NSA) and an activity alert released 
by the Cybersecurity & Infrastructure Security Agency 
(CISA), both focus on recently discovered authentica-
tion abuse techniques targeting government agencies, 
critical infrastructure, and private sector organiza-
tions. Based on these publications, this report aims to 
document and forensically analyze the most prevalent 
and currently used authentication abuse techniques 
targeting a Windows domain environment.

Lab Environment
To reproduce the authentication abuse case studies, 
a dedicated Windows domain lab environment was 
deployed, including a domain controller, a � leserver 
with restricted domain resources and a compromised 
member server. To forensically analyze the conducted 
authentication abuse techniques, a centralized 
logging system was implemented using a dedicated 
Splunk indexer. To simplify the management of the 
server infrastructure, the lab environment was built 
and run on a ESXi hypervisor using virtual machines.

Windows Authentication Architecture
To understand the capabilities of a deployed authen-
tication abuse technique, basic knowledge of the 
Windows Authentication Architecture and the process 
of a Kerberos authentication is required. Therefore, a 
chapter was dedicated to conveying this knowledge.

Case Studies
Relevant authentication abuse techniques and their 
functionality were researched and documented using 
the MITRE ATT&CK knowledge base and other viable 
resources. Potential procedure examples and the 
respective case studies were evaluated and replicated 
on the dedicated Windows domain lab environment. 
The case studies conducted include techniques such 
as Pass the Hash, Pass the Ticket, Golden & Silver 

Ticket, Kerberoasting, DCSync and other prevalent 
attack procedures.

Detection & Conclusion
By focusing on behavioral analysis of the techniques 
instead of searching for malware or toolkit speci� c 
traces, it is possible to detect the deployed technique 
independent of the used procedure or obfuscation 
techniques. Locard‘s exchange principle, which states 
that a criminal will always leave a trace behind when 
entering a crime scene, also holds true for authenti-
cation abuse techniques. Most of the techniques were 
detectable by log correlation of either suspicious or 
wrongfully missing events. Where log forensics was 
not viable, traces were detectable by other means, 
e.g., network forensics during a DCSync attack.
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