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In today‘s world, individuals have no control over their data. When pre-
senting credentials, like an ID, more data than necessary is disclosed. 
Digitalising these credentials using technologies like Verifiable Credenti-
als, the BBS Signature Scheme and OpenID Connect, individuals are able to 
only disclose what is needed, thus regaining privacy and security.

Introduction
Self sovereign identity (SSI) is a concept, where a 
holder of a data can choose what is revealed to whom. 
To be able to apply this concept, different technolo-
gies are needed. Verifiable Credentials (VC) are a type 
of digital credentials, which can be verified by the 
receiving party, called a verifier. The verifiable part 
of these credentials are cryptographic signatures. If 
the verifier trusts the issuer of the credentials, they 
can verify the validity, integrity and authenticity of 
the presented content. For the generation of these 
signatures, the BBS Signature Scheme, created by Dan 
Boneh, Xavier Boyen, and Hovav Shacham (BBS) is 
used in this thesis. In physical credentials there are 
different security mechanisms, that allow a verifier 
to check the presented data, like holograms on an 
ID. While presenting an ID reveals all the data on the 
credential, digital credentials signed with BBS allow 
for selective disclosure. Presenting VCs with a BBS 
Signature leads to linkability between presentations, 
as a signature is a unique identifier. This is a big 

problem for privacy. BBS can create proofs, which are 
unique for each generation. These proofs demonstrate 
to a verifier the knowledge of the original signature, 
without reveling it, thus removing the link.

Goal
The goal of this thesis is to analyse, if the combina-
tion of these technologies in a real-world use case, 
breaks the unlinkabilty provided by BBS.

Results
How to use VCs with BBS was not straight forward, 
as various problems and security concerns became 
apparent. But these were all cleared up by different 
solutions, thus retaining selective disclosure and 
unlinkability. OpenID Connect for Verifiable Presenta-
tions had as well some security concerns, which were 
also solved.
The results of this thesis show, that using these tech-
nologies together, a future where SSI is the standard, 
is possible. Using the mentioned technologies as 
a basis, future research may contribute to a more 
secure digital world for individuals.
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