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Based on a new cryptographic component, we designed and implemented a
proof of concept protocol to encrypt knowledge in a way it can not be read
unless you already know it. To show the protocol in practice, a game which
is usually played with two players - Black Box - has been implemented in a
way that it can be played offline by one player. The solution is already in-
cluded, but you have to play the game to find it.

Introduction

Commitment schemes are the cryptographic equiva-
lent of putting a value in a safe deposit box for later
verification while ensuring that it has not been modi-
fied in the meantime. Depending on the protocol, the
verification process may or may not require the value
to be public. This thesis introduces a practical exam-
ple of such a commitment scheme based on a new
cryptographic component called multi-encryption,
used to verify a previously committed value if, and
only if, it is already known - hence the name Cryp-
tographic Knowledge Comparator.

Theory

The multi-encryption scheme introduced by Koenig
and Haenni allows encrypting multiple secrets into
one ciphertext, a property it inherits from its underly-
ing mathematical component, a univariate polynomial
over a finite field. It is built using polynomial interpo-
lation using the x values as the key and the y values as
the corresponding secrets. The scheme itself and vari-
ous enhancements such as randomization, key map-
ping and secret space randomization are discussed in
detail.
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We show that the multi-encryption scheme is indeed
usable as a cryptographic building block for a commit-
ment scheme, having the unique property of support-
ing multiple commitments per ciphertext without the
need of an additional mapping layer. However, of the
two basic properties of a commitment scheme - hid-
ing and binding - only the first one is strong enough
for a wide range of applications. As the binding prop-
erty is considerably weaker, only specific use cases
should be regarded as suitable for this scheme. Name-
ly, where trust in the commiting party is a given or
when additional committed values (either implicit or
explicitly chosen) do not affect its functionality or se-
curity.

Implementation

To demonstrate the real world usage of said mul-
ti-commitment scheme, two offline applications for
the Black Box game were developed. With the produc-
er application, a user prepares a game which can be
exported in a way that its solution is no longer obtain-
able and can only be verified by those who already
know it. The export format is either an XML file or a
QR code, both non-interactive protocols for offline us-
age. The consumer application is able to load an ex-
ported game and allows a player to play the game. If a
possible solution was found, it can only be verified -
the correct solution itself is hidden in the ciphertext
and cannot be read from it, except by bruteforcing or
attacking the underlying multi-encryption scheme.

The applications are created using the Google Web
Toolkit (GWT) framework, allowing implementing web
applications using Java and compiling it to native
HTML5 and JavaScript for offline usage. The Android
application is built using the Cordova container, which
allows to package web applications in a way they can
access device services like the camera, which is used
to scan a QR code.
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